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NYyH—=FEDEHICL THEBEWRZEATWHWE DN ?

FECHIDST. SBADT VHREERED
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> RSN TCTWBR 70— (dFEEFET. WEBEEIHNRN, BX

(C1TV, WEBEY—J T A ANEDM O ZEICEMELTBKRL., WERZITOD

IN—RZEY .

TOP TARGETED SECTORS IN Q1 - Q3 2022 / by ransomware & data leak actors

6.60%
Consumer & Retail

6.15%

_— 6.93%
Transport & Logistics Engineering &
Construction

6.27%
Government &
Public Sector

6.46%
Consumer & Retail

7 4,92%
6.56% 46.36% -08% Education 5.61%
Financial Services Other sectors Technology 7.59% Education
4.00% Technology 4.13%
7.23% Food & B
Government & 00 everage Food & Beverage
Public Sector 16.15%

Other sectors
7.92%
Healthcare &

Life Sciences 4.13%

E &
ngineering 7.69%
Construction Healthcare & Transport &
Life Sciences 16.62% Logistics
Industrial Prodgiss
2 2% 8.77% 15.51% 18.81%
Technology 16.12% Manﬂgg&,’r‘in & Engineering & Profes;ig;lgazl?ervices l"‘(",a“!(‘faf%"i” f{ 16.50% Other sectors
Professional Services Industrial Products Construction rustriat Froducts Professional Services
[ . — ez @
o) . Arre A\l — == \ —— A g
HEL/KELALZR— I @ 2022 F58 3 UFHAD S > O AD T 7HEHRBERY NDO—07 Ot ADERFTEIAR
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EASHIR1L + Be51E2 I

-Eﬂjcf;‘éﬁ ULTRARED - SAESEREREE 2022/8/15

ULTRA RED (B 75 —0 TTP ZBEFL. BTEMRIEERAIDOR AN STIEEO DA
EEETRIET. REBOWE S EEBBNCIIIL— M. RENBHREBL TRYN
D=t F VTR TERLICLTVS.

1. OpenAM [C#133 RCE (CVE-2021-35464) -5/5 @@ \( >3]

;e

&0\ ForgeRock OpenAM H—/{—(CUE— NIV REATIREE (LI T 2 HESS N DS,
Y- —AOMEIRI Java TIVT A E-3aUCLOTTOIESSHENFEEL TVD, B
BRI>I-F>J&Niz 0 IR REET GET YITAMNERRL. YIIZA MY —/)(—
[OREESNZELERFCCOINY REEITI BN TES.

PoC :

° http://amo1.noc.-

ac.jp/openam/oauth2/..;/ccversion/Version?jato.pageSession=<serialized _

object>

KPE -

ForgeRock OpenAM Z &3\ -3 7y T I L — K93,

SEEN .

ForgeRock OpenAM D BRHIZREEF A RCE (CVE-2021-35464)

¢sis €,
o st tey,
»

\edicay !
< ‘2,

%
2
®
s
N

%

0
Pup $oY

KA OO

1. SQL Injection - 5/5
¢ www.jm-10.mediwel.net
Description:

SQLAf ¥ =Z varidtdal) 7o gBHEo—ET, KRFILLLHT—F =R
) OEELREICT S, —RICKBFTEF THOIET 78R TERWWT—4
OB CHIENTTARIC AR S, AT AR T— R, 7L Py hh— RO, EA
Da—P—{ERRE, MEERLEEND, ZLOGEG, WBENZOT—25%E
FEAEIRTAZ LI DT F Y — 3 CORFLEDI A EE ST
LE 7,

BEIZE o TIIHBENSQLS V=V va VB AT A L— 3 L, EREC
o TWEY—R=0FDMO NNy J 2 WA 7T AT 7 F ¥ IZ@ALTRCE
BREOEITICEDLH/E L H D,

ERIZA L \sHT—# AA L LTEREL, 2 br—L 7L — 1 TSQL=
Y REROTHI A —SE5 2 L THERTOAS, ZOFREAIT2 Fr—L
T— b F =R T L—FTE L B TE 2 VSQLOEMET— FIZEE L T
Do

The site has also enabled debug mode in Symfony, exposing sensitive
exception information, and specifically the following credentials to the API

gateway:
- username: apigwmediwel

- password: FryHFfRpiy

ALK R m B
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HEEFREAOORER
2022/9/11

DETECT-AERREBESE

FortinetW @ L TH Y., SEAEL 7 —FDXRTAE
AT AVBEEZRRNIETT,

SNy FOBEARR. 77t R EE THERLILE
We F7o0 74T MERRER ED2E R
7ZIERIPT FL REIRA EDERE TREF<72E
LYo

https://210.131.254.42:10443/remote/login?lang
=X-Sjis

[P:210.131.254.42
Onen nort: 10443
S

="= OJ17>0TLIEEW

= |
RO R |

FortiClientZ fc&)

EREANILL®RE 20


https://210.131.254.42:10443/remote/login?lang=x-sjis
https://210.131.254.42:10443/remote/login?lang=x-sjis
https://210.131.254.42:10443/remote/login?lang=x-sjis
https://210.131.254.42:10443/remote/login?lang=x-sjis

TATL KRR & Y ORI E(2022/10/29)

>1. OpenAM =517 3 RCE >4 RO 2 TY A MCEWT Y/ By —HFH
@ﬁﬁ%%%¢ V7 hY T AHWRED S-S LU —RN—0BEEEHICEE L THREHRTT,

FEANZBEICY 7L —XFETRITH,

& https://fassembly. I ac.jp/

S2 2T —KRUdw MIBIFEZFRI hAay & — & https://syllabus | ac.jp/
Yy avRYTELRERTT, #  https://renkei . oC |0/

& https://nurse . 2c.ip

>3. FA—T7 T REAY ML BEBRIERDOB R
UTFIEY—"N"—DEBHEITEKL THEFATT,

=)
)
=)
=)
=)

DUF I FEWISIERFRC. REMICY —/N—FELEDTA

https://renke I oc.jp/web.config 1%,
hitps.// I - .ip/\veb.config s
https://Ims.shs L ac.jp/test.php & https://sns.fujita-hu.ac.jp/

https://redcap ]I ac.jp/info.php
http://nurse | . ac.jp/wp-content/degub.log

UFIEY—N"—0EBHEICEKL, U774 74D
B TS FIE,
I
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(2019/528%. 2020/97 #v v b+ EHRAE) (2022/10/102A%%. 10/14BC2FiE\BH)
WAILET 7RI X 51RAZFTI st MID/PWEL CTu 74 v &2tk
MR AN— g v - BEER, HESENSR Wt —2 g - BESE HESESR
FortiGateSSL-VPNEERS FortiGateSSL-VPN#ZS
FortiOS 6.0.0 ~ 6.0.4 — 6.0.13IcT7 vy 77 L —F FortiOS 7.2.0 ~ 7.2.1 — FortiOS 7.2.2ic7 v 77 L—F
FortiOS 5.6.3 ~5.6.7 — b5.6.14lcT7 v 77 L —F FortiOS 7.0.0 ~7.06 = 7.0.7IcT7 vy 77 L—F
FortiOS 5.4.6 ~ 5.4.12— 54.131c7 v 77 L —F

<JE55¢ECVE-2022-29055 > (2022/10/1923%) <Me591k CVE-2022-42475>(2022/12/1473K)
BSSL-VPND ¥ — v X FortiGate SSL-VPNDO & — 7 + A —~—7 0 —Dfifi55:
WRAN—2 a v - Bhds, R BARIE7 v 7T LOETEFFT M
B FortiGateSSL-VPNBEZER WS N — 2 gy - BESE . HESE S
Forti0S7.2.0 — 1227y 77 L —F FortiGateSSL-VPN#Es:
Forti0OS7.0.0 ~ 7.0.5 - 7077y 7 7L —F FortiOS 7.0.0 2:5 7.0.8 — 7.09LU&IcT v 72 L — F
Forti0S6.4.0 ~ 6.4.9 —6.4.10iICT vy 77 L —F FortiOS 7.2.0 225 7.22 — 7123L0UEIcT v 72 L —F
Forti0S6.2.0 ~ 6.2.10 — 62117y 77 L —F FortiOS 6.4.0 72° 5 6.4.10— 6.4.11LURIc T v 727 L — F
FortiOS"—v 3 v6.0%%4 —6.0151c7 vy 77 L —F FortiOS 6.2.0 2*5 6.2.11— 6.2.12LARFICcT v 7 7' L — F
FortiS 6.0.0 725 6.0.14— 6.0.15LU&I1c 7 v 72’ L — ¥

ESTERLGHEZELSFERELH Y BRLMWRHIFBE (BIE/Ny FEA. 77t XTIPHIR, PWEEetc.)
¥4 2—%v FVPNEEL L TIHEICEBVLW 2 7o HOWIERH SV (4 LREHEERKRZITVEIT5ES
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EPP(EndPoint Protection)/EDR(Endpoint Detection and Response)/

XDR(Extended Detection & Response)
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